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GDPR: data and its use in schools 
 
Introduction 

 
All schools, including Dame Tipping C of E School, collect, process, store, use and dispose of 

different types of data: educational records, personal data and sensitive personal data.  

This advice document focuses on the latter two categories and the changes to the handling of 

such data that are scheduled to come into force on 25 May 2018 – the General Data Protection 

Regulation which will effectively replace the current legislative framework, currently enshrined in 

the Data Protection Act 1998. 

 
Personal data held by schools is governed by the Data Protection Act 1998. To comply with the 

act, schools must observe the eight ‘data protection principles’, ensuring that information is: 

 
 used fairly and lawfully; 
 used for limited, specifically stated purposes; 
 used in a way that is adequate, relevant and not excessive; 
 accurate; 
 kept for no longer than is absolutely necessary; 
 handled according to people’s data protection rights; 
 kept safe and secure; 
 not transferred outside the  European Economic Area without adequate protection. 

 
Personal data is information that relates to an identifiable living individual that is processed as 

data. Processing amounts to collecting, using, disclosing, retaining or disposing of information. 

The data protection principles apply to all information held electronically or in structured paper 

files. 
The principles also extend to educational records for example – the names of staff and pupils, 

dates of birth, addresses, attendance, national insurance numbers, school marks, medical 

information, exam results, SEN assessments and staff development reviews. 

 

So the school can ensure we are compliant in advance of May 2018, we have attached to this 

letter a permission slip to grant the school authorisation to share specific information about your 

child/children with outside providers. All external companies must comply with the new 

regulations, so all data/information shared is stored securely and confidentially. The school only 

uses recognised and reputable companies to access additional resources for the children to 

use. 

 
Sensitive personal data is information that relates to race and ethnicity, political opinions, 

religious beliefs, membership of trade unions, physical and mental health, sexuality and 

criminal offences. Sensitive personal data is given greater legal protection as individuals would 

expect certain information to be treated as private or confidential – for example, a head teacher 

may have a school e-mail account that is made publicly available on the school’s website 

whereas their home e-mail account is private and confidential and should only be available to 

those to whom consent had been granted. 

https://www.gov.uk/eu-eea


GDPR requires the school to strike the right balance in processing personal information so that 

an individual’s privacy is protected. Applying the principles to all information held by us will 

typically achieve this balance and help them to comply with the legislation. 
 
The school must notify the ICO (Information Commissioner’s Office) that they are 
processing personal data. The school should ideally nominate an individual (in our school’s 
case, the Head Teacher) as the ‘Data Controller’.  
 
Achieving good practice 
This next section sets out what the school should be doing in any event to ensure that our 
data management and handling practices are at least good and that all compliance 
requirements are being met. 

 
Fair processing - we should tell parents and pupils what personal information we are collecting 

and why. All schools, including Dame Tipping C of E Primary School, have in place what is 

referred to as a ‘Privacy Notice’, which is available to parents/carers and pupils. The permission 

slip attached details who we share information with and what information is shared. 

 
It is also prudent to include the use of CCTV (further information included in the school’s CCTV 

Policy) and school photographs of staff and pupils in the privacy notice – these amount to 

processing personal data as individuals may be identified from the use of such images. 

 
Additionally, access to personal information will be restricted to those who need it to do their 

jobs. Access controls will be reviewed at appropriate intervals to ensure effective information 

governance. 

 
Information security 
The Data Controller will ensure that data is physically secure (e.g. lockable store rooms/cabinets) 

and access to information held in hard copy is only accessible by those with a need to use it to do 

their job. IT systems that back-up personal information also ensure that these arrangements are 

also effective. Portable devices (e.g. laptops, memory sticks) that hold personal information are 

also subject to review to ensure they are secure and protected at all times, including the use of 

encrypted passwords. 

We know that failure to use adequate software to safeguard personal information will invoke 

action from the ICO.  

 

School information is sometimes transferred to and stored on privately owned portable devices. In 

the event that something goes wrong, the school will be responsible for any breach, unless it can 

prove that it did everything reasonably possible to keep the information secure. 

 
Disposal 
The Head Teacher and IT Technician are responsible for the disposal of all information held by 
the school. 

 
Hard copy data is shredded; soft-copy data is cleared from the files and memory of devices and 
IT support confirm that records have been cleared. 
 
Policies 
The school has a straightforward policy on Information Management and Governance, 
sometimes referred to as the acronym IMAGE. Dame Tipping C of E Primary School’s policy 
on this can be found on the school’s website: www.dametipping.com 

 
This policy helps to set out standards for record keeping, general practice and also helps to 
raise staff awareness and underpin any further and on-going staff development. 

 
Data Protection is generally considered to be a good topic for an INSET day session. 
 

http://www.dametipping.com/


Subject Access Requests (SARs) 
Data protection legislation entitles an individual the right to request the personal information the 

school holds on their behalf – this is known as a Subject Access Request and includes all and 

any information held by the school, not just that information held on central files or electronically, 

so it could also include correspondence or notes held by others in the school. 

 
SARs must be responded to within 1 month of receipt (may be longer if request is received 

during the Summer holiday period). The SAR should be made in writing by the individual 

making the request. Parents can make SARs on behalf of their children if the children are 

deemed to be too young or they have consented to their parents doing so on their behalf. 

 
Information that may include the personal information of another individual will need to be 

redacted especially if the individual is identifiable. In addition, SARs are distinct from the right of 

access to educational records (under the Pupil Information Regulations) which give a parent a 

right to information in their children’s education record. 
 
 
Sharing personal information 
Schools inevitably share personal information with other organisations such as local 
authorities, other schools and social services. 

 
When sharing data or considering sharing data, we must ensure that: 

- we have the consent and authority to share information;   
- adequate security arrangements are in place to protect the shared information;   
- those to whom the data is provided are clearly identifiable.  

 
 
Websites 
The school is required to have a website and to include certain information on our website. 
Our websire will also include personal information so it is very important for us to ensure 
that: 

- personal information (e.g. photos, images) are not used or disclosed without the 
relevant individual/s being aware; we will seek consent;  

- certain parts of the website are only made available to those that need access to do 
their jobs (e.g. governors).  

 
CCTV 
The school has CCTV installed for security and safety purposes. We bear in mind: 

 
- capturing and/or recording images of identifiable individuals amounts to processing 

personal information and we must ensure this is in step with data protection principles;  

 
- Cameras will only be sited where they are needed for our stated purpose and not where 

people would be entitled to privacy; 
 

 
Photographs 
The school may take photos for publication without specific additional, provided photo 

consent is in place. We know care needs to be taken especially where we publish photos of 

young pupils, name individuals, put photos on the website or record school events. 
 



Processing by others (e.g. payroll providers) 
Under GDPR legislation, a third party organisation that processes personal information on the 

school’s behalf is known as a ‘Data Processor’. Dame Tipping (the ‘data controller’) remains 

responsible for any processing that a data processor might do for it. 

 
The best and only way to ensure that processing arrangements are adequate is to have an 

agreement between the school and the data processor that sets out how personal information 

will be securely processed and the remedies available in the event of a breach of the agreement. 

 
Training 
Raising awareness of the role and importance of (management) information among 
staff, governors, volunteers, parents and pupils will always be welcome. 

 
Using INSET days is ideal for bitesize training sessions for staff in particular. 

 
Freedom of Information (FOI) Act 2000 
Under this legislation, all maintained schools and academies should have what’s known as a 
‘publication scheme’ – this will help to respond to FOI requests. Our publication scheme for 
Freedom Of Information is available on the school website. 

 
A ‘publication scheme’ typically sets out the kinds of information that the ICO would expect 

schools to provide. As a minimum, the ICO expect schools to make available information that is 

required by statute or by the DfE or by virtue of a funding agreement. 

 
Usually, the local authority will respond to a FOI request but may need to work closely with 

schools to validate their response and any disclosed information. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Applications used and what information is shared with them confidentially and 
securely. Please tick all permission slip boxes as indicated: 

 
2Build a profile: https://www.2simple.com/2buildaprofile for Early Years 
observations. 
Information required:  
Pupils: First Name and Surname, Date of Birth, UPN Number 
 
Permission granted     Permission not granted  

--------------------------------------------------------------------------------------------------------------- 

Boxall Profile: https://boxallprofile.org/ for tracking pupils’ social and emotional 
progress. 
Information required:  
Pupils: First Name and Surname, Class Name, School Name 
 
Permission granted    Permission not granted  

---------------------------------------------------------------------------------------------------------------- 
Class Dojo: (https://www.classdojo.com/) for behaviour points within class, sharing 
learning and messaging parents. 
Information required:  
Pupils: First Name and Surname, Class Name, School Name 
 
Permission granted    Permission not granted  
----------------------------------------------------------------------------------------------------------------  

Bug Club: (https://www.activelearnprimary.co.uk)   
Information required:  
Pupils: First Name and Surname, Date of Birth, Class Name, School Name 
 
Permission granted     Permission not granted  

---------------------------------------------------------------------------------------------------------------- 
O Track: (https://otrack.co.uk) for tracking pupils’ academic progress. 
Information required:  
Pupils: First Name and Surname, Date of Birth, UPN, Class Name, School Name 
 

 
---------------------------------------------------------------------------------------------------------------- 
Primary Contact: (https://www.primarycontact.co.uk) for messaging parents/carers  
Information required:  
Pupils: First Name and Surname, Date of Birth, UPN Number 
Parents/Carers: First Name and Surname, telephone number, email address 
 
Permission granted     Permission not granted  

---------------------------------------------------------------------------------------------------------------- 
 
I give permission for my child, _______________________________, to use the 

above resources which I have given permission for, and understand the information 

indicated is shared securely with that partner company/provider. 

 

Signed,____________________________________ Date: ____________ 

https://www.2simple.com/2buildaprofile
https://boxallprofile.org/
https://www.classdojo.com/
https://www.activelearnprimary.co.uk/
https://otrack.co.uk/
https://www.primarycontact.co.uk/

